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Abstract

Network functions virtualization (NFV) and software-defined networks (SDN) offer a promising system
architecture with capabilities of programmable control, elastic resource placement, flexible hardware, and a
dynamic service life cycle for multi-service orchestration. In the emerging era between software/virtualized
networks and artificial intelligence, the deployment of data-driven mechanisms for assisting autonomous
SDN/NFV management and orchestration is rapidly increasing. However, in routing problems of VNF
mapping, the data can be gathered as non-Euclidean, which requires the modeling to integrate with graph-
based deep learning (DL). The paper introduces a graph neural networks (GNN)-based approach tailored for
optimizing graph-structured routing paths, nodes, links, and capacities in SDN/NFV environments. This
approach aims to achieve delay-aware optimization and prioritize per-flow usage based on source
requirements, thereby enhancing the effectiveness of NFV deployments. Key architectural components such
as input graph representation, aggregation, update mechanisms, and readout strategies within SDN/NFV
systems. Moreover, the proposed system models emphasize efficient utilization of both computation and
communication resources, crucial for enhancing overall network performance and resource management. By
leveraging GNNs, the study anticipates advancements in autonomous SDN/NFV management and
orchestration, enabling more responsive and adaptive networks capable of meeting diverse service demands
effectively.
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1 Introduction

The big data generated by physical devices and machine learning (ML) techniques-based networking is
becoming the mainstream for the next generation of networking in both wireless communication and conventional
network model-based design schemes. There are several types of graph-structured information ranging from each
physical server's node capacities to the routing path's link capacities. With efficient use of feature extraction from
graph-structured data, the model can be significantly improved with sufficient data-driven input [1], [2]. Graph
neural networks (GNN), which use deep learning for the graph-like environment, analyze the patterns between
nodes, links, and overall capacity increment/decrement relations using the processing flow from initialization
(input graph), message passing with aggregation and update, and readout (output). The input graph observes the
possible network states, which are highly efficient in SDN-enabled architecture [3]. The data plane information
can be gathered for the controller to obtain in the software-defined network (SDN) database. By adopting these
technologies, SDN and NFV-enable the controller entities for levitating and facilitating the computing tasks and
changing services in terms of network service by ruined in sequence of virtual network functions (VNFs). Through
the created a sequence of ordered VNFs, which technique can be implemented by Service function chaining (SFC)
to define and management the flow of network service across multiple VNFs. To perform for different
characteristic perspective, namely physical resource, representee node, VNF-FG cluster and SFC cluster. For
instance, the representee node is mainly represented by network devices. In capability of resources are abstracted
by controller for global view. The feature extraction will be executed for normalizing the feeding information for
GNN. Aggregation and update functions follow the specification of the variant GNN selection, which differs
between attention, multi-layer perceptron for aggregation, graph convolution networks mechanism, etc. The
comprehensive service requirements in IoT networking are faced with many obstacles in resource and routing. It
is necessary to enhance the performance of core networking, which enables machine learning techniques to predict
the networks required. The load resource-pooling to the physical layer is important for gathering device
information to treat the functions. Furthermore, the demand for various network services requires heterogeneous
network functions, which can be realized with specific hardware such as RAM, CPU, and Network when
considering the conventional network modules. However, the tradition of the number of hardware modules for
each of the function modules is the feasible network and cost-efficient solutions based on capital expenditure
(CAPEX) and operation expenditure (OPEX). In Fig 1. An illustration of IoT devices connected to an access point
for processing network service functionality on-demand is shown. After the data plane is fully negotiated and
acknowledged by the IoT devices to access the network, the controller in distributed areas will gather the device

A._ . © 2025 Copyright held by the author(s). Published by AIJR Publisher in "Proceedings of the Third International Conference on
\| Information Systems in Higher Education” (ISHE 2024). Organized by Paragon International University, Cambodia on 1-2
March 2024.

Proceedings DOI: 10.21467/proceedings.174; Series: AIJR Proceedings; ISSN: 2582-3922; ISBN: 978-81-984081-6-7



https://aijr.org/about/policies/copyright/
https://doi.org/10.21467/proceedings.174
https://aijr.org/
https://doi.org/10.21467/proceedings.174.1

GNN-based Optimization VNF Deployment on Resource Awareness on the Internet of Things

status to store in the database in the cloud. The SDN will capture the information and then interact with GNN, and
enhancement of resources utilized with NFV entities. In this paper is addressed to aim provides per-flow priority
for Dynamic-Resource and Shortest-Destination routing between the distributed cloud and cloud. The readout can
be aimed at flow-level, link-level, and port indicators according to application service requirements [4], [5].

GNN Structure

Internet VNF Graph

o Predicted Paths
« Embedding Network states
« Network Model Prediction

Data Center

Knowledge Plane
Database
Deploy SFC Info
Routing
Bandwidth

Resource States

!
P Bt 7 SDN Controller
_-=f= ode] TN . sov
gNodeB ?\1 _- gNodeB ~ SDN Resource Applications
( ° ) (@) e w4 Vitval  Virtual "
(@) b (o), Pt Boras

¥ o
: e o e o*R [ FlowTable |
N

Virtual ¥

N Network x O Tngress, Gateway, Egress
=) F Q m Routing Flow rule : ‘ : ‘ :
mn -_— M - ! ! !

g manager

ENTITY CONTROLLER

Fig. 1. The interaction of the network and graph neural network in SDN/NFV controller.
2 Proposed Approach

With the supportive systems of the data plane, control plane, and knowledge plane, adopted GNN in SDN
architecture is efficient and application. In Fig 2. emerged system is proposed by (1) gathering the graph-structured
topology information and PACKET IN messages, (2) the controller is used for configuring the path, (3) the path
configuration and overall topology (links, nodes, and capacities) are collected in knowledge plane-database for
inputting into the GNN. The delay-aware approach aims to proactively predict the delay metrics for altering the
path configuration in the controller and adjusting the resource utilized in computation capability.

The proposed GNN-based approach can activate modern delay-aware features on extending data complexity,
routing, and multi-queue scheduling policies. The primary principles of relationships between flow, routing path,
and link statuses have to be included. Each execution necessitates evaluating the performance accuracies
compared to the conventional routing path. After a fine-grained evaluation, multi-conditions are required to be set
including the different complexity levels of traffic congestion, various scheduling configurations, and the
applicability in real-world topologies. The primary phases in this aspect include: (1) Initialization (input graph):
directed graph of weight information between routing links, bandwidth, and patterns. For instance, GNN
establishment gathers the data plane features such as communication capability, resource capacity, network state
of the distributed networks. (2) Feature extraction and attention-based graph networks: the fixed-dimensional
vectors and the implementation of attention mechanisms are given between nodes and different neighboring. The
features are extracted after multi-round aggregation and updates. (3) Qutput: modified routing path after the delay
prediction with the indication of the current node, destination node, and path forwarding paths. After completing
the three phases, the GNN-proposed approach will make a model prediction of network states. GNN will create a
new model of network status and provide it to the SDN/NFV controller to create rule tables and flow tables based
on user requirements.

Proceedings DOI: 10.21467/proceedings.174 Series: AIJR Proceedings
ISBN: 978-81-984081-6-7 ISSN: 2582-3922


https://doi.org/10.21467/proceedings.174

Ros et al., AIJR Proceedings, pp.1-3, 2025

NFVO Z
R | SN
SDNC Initial Message Passing Aggregation Update Output

Fig. 2. GNN emerging in SDN-enabled architecture.

3 Conclusion

This paper proposes an early approach to applying GNN-based modeling for delay-aware routing and
resource optimization in SDN/NFV-enabled networks. The network states information, output metrics, and plane
interactions for supporting GNN-based deployment are presented. The flows between the data plane, controllers,
and modeling mechanisms are given as deployment cooperation. In future studies, in-depth communication and
computation models for fine-grained resource consideration will be extensively studied. It is expected that GNN
will be a player with increasing importance for the next generation in wireless networking and core network as
well. Future research directions outlined in the paper include exploring advanced communication and computation
models to incorporate fine-grained resource considerations. This will involve developing more nuanced
approaches that integrate GNNs with traditional methods, such as message passing and graph attention
mechanisms, to achieve deeper insights into network behavior and performance. Furthermore, the study
anticipates GNNs becoming increasingly pivotal in shaping the future of wireless networking and core network
architectures. As these technologies evolve, there is a growing expectation that GNNs will play a prominent role
in enhancing network intelligence and operational efficiency
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