
8 
 

© 2020 Copyright held by the author(s). Published by AIJR Publisher in Book of Abstracts for “TEQIP - III Sponsored First 

International Conference on Innovations and Challenges in Computing, Analytics and Security” (ICICCAS-2020)  

July 29-30, 2020. Organized by the Department of Computer Science and Engineering, Pondicherry Engineering College, 

Puducherry, India. Series: AIJR Abstracts; ISBN: 978-81-942709-3-5 (eBook); DOI: 10.21467/abstracts.90 

A Mechanism for IoT Data Security and Privacy Through Fog 

Computing 

C. Kaviyazhiny, P. Shanthi Bala, A. S. Gowri 

Department of computer science, Pondicherry University 

 

A B S T R A CT  

With the rapid usage of IoT (Internet of things) devices, a huge volume of data is generated. 

The generated data is sent to the cloud for the data processing and storing which is a critical 

task. There may be various security threats to handle during data transmission is the major 

challenge in all IoT applications. Hence, fog computing provides a solution to overcome such 

challenges. Fog nodes are placed on the edge of the IoT layer that provides security 

enhancement, reduces latency, accuracy, and consistency. To implement the features of fog 

computing, we proposed the framework by integrating IoT, Fog and cloud computing. The 

raw data from the IoT devices are pre-processed in the fog layer. The fog layer mainly focuses 

on data security and computation. With the help of storage optimization techniques, data from 

the fog layer is stored effectively in the cloud layer. The proposed work can considerably 

increase the efficiency of data storage and security in IoT.  
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