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A B S T R A C T  

In electronic voting systems, privacy and verifiability are essential security criteria, crucial 

especially in the era of quantum computing. To achieve quantum immunity and high 

efficiency in electronic voting, we propose the Signcryption Scheme for Voting System 

using Lattice-Based Cryptography (SVS-LBC) in this article. The security of this scheme 

relies on solving the learning with error problem (LWE problem) and the small integer 

solution problem (SIS problem). The rejection sampling technique is employed to generate 

the ring signature, greatly improving the signature speed. SVS-LBC provides quantum 

immunity, unconditional anonymity, and unforgeability, proving its safety in the random 

oracle model. Furthermore, efficiency analysis and comparison results demonstrate that the 

proposed scheme is more efficient than similar literature. Due to its ability to enhance the 

electronic voting process and reduce the cost of electronic voting, SVS-LBC is deemed 

suitable for use in electronic voting systems. 
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