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ABSTRACT

Transparency order is considered to be a cryptographically significant property having impact on the
security of a cryptosystem. The notion of transparency order characterizes the resilience of cryptographic
algorithms against differential power analysis attacks. Differential power analysis is a form of side-channel
analysis, which studies the power consumption of cryptographic hardware devices. As the only nonlinear
part in many ciphers, the S-box is crucial for the security of the cipher, and its cryptographic properties
should be good. For assessing behavior of an S-box against side-channel analysis, several properties were
proposed; the transparency order is one among them. The challenge is that highly nonlinear S-boxes have
high transparency order, implying they are more susceptible to differential power analysis attacks, while
linear S-boxes are good in terms of transpatrency order but cannot be used for other cryptographic reasons.
Differential power analysis relies on the leakages from physical hardware implementations and is more
efficient than the differential or linear cryptanalysis. It should be noted that a proper choice of transparency
order can lead to less overheads in the various countermeasures. If all other cryptographic properties of
two functions are equivalent, then a designer can choose a function with a better transparency order. A
low transparency order is considered to be good. The transparency order and nonlinearity cannot be both
good in the same time. However, given some nonlinearity, we can choose a function with good
transparency order. So far, a little attempt has been made to analyze theoretically the transparency order
and constructions related to the transparency order. In this paper, we study the transparency order of
Boolean functions and obtain the various results on the bounds of transpatency order of Boolean

functions.
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