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Abstract

Background: The Global market size of cryptocurrency is huge now a days and may hit $4.94 billion by
2030[1]. Since its inception, the first ever cryptocurrency, Bitcoin has been the leader in terms of
market capitalization. Decentralized cryptocurrency like Bitcoin faces major challenges like anonymity
and privacy, cybersecurity, fraud transactions etc. at the time of global trading [2]. Bitcoin, the leader
of cryptocurrency market has emerged as a soft target of money laundering or illicit activities. For
anomaly or fraud detection, unsupervised techniques [3][4] are based on clustering algorithms.
Objectives: To protect the trustworthiness and stability of cryptocurrencies, fraud detection i.e.
identifying the suspicious behavior in the transaction network is very much important. Machine
Learning techniques may be the ideal for fraud or scam detection of cryptocurrencies like hacking,
phishing, money laundering, ponzi-scheme and many such more. Methodology: Unsupervised
Support Vector Machine (SVM), K-Means Clustering, Kd-trees, Mahala Nobis Distance Based Method,
Gaussian Mixture Model (GMM) and other methods have been used on the available sample of Bitcoin
dataset for potential fraud detection. Based on global and local outliers, an unsupervised or semi-
supervised way have been followed to find illicit activity in the cryptocurrency transaction network
[5]. Results and discussion: These algorithms generate clusters of non-negative matrix where the small
ones treated as fishy [6]. Various estimation of illicit activities comes out from the application of
different methods on cryptocurrency ecosystem. For estimation of fraudant activities, the
identification of addresses with anomalous transaction patterns is important [6].

Conclusions and future work: As of October 2021, more than 6000[7] different cryptocurrencies in
the market which also includes some very newest one. So, deal with the various types of security
threats are becoming the greatest challenges for this global market. There exists huge scope of
research work to tackling the security and privacy issues of other cryptocurrencies.
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