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ABSTRACT

Now day’s network technology is developing rapidly and the network security is important issue. DoS
attack is serious threat in network. Denial of service attack forces victim machine out of service several
days or few minutes. DoS attack degrades the system performance. This paper constitutes detecting
denial of service attack using Multivariate correlation analysis technique. This approach is used to
characterize the features of network traffic.This MCA method consists of Triangular area
determination methodology for correlation analysis. Normalization is used before this process to

remove the bias from data .Normalization technique has greater impact on the performance.
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1 Introduction

In this paper method based on triangular area map (TAM) is used for correlation analysis to well
characterize the network traffic features. Various types of attacks are presents in literature which affects on
network or host. There is necessity of detecting dos attack and this detection problem is called as Intrusion
detection method. There are two types of intrusion detection systems (IDS) are presents. These are host
based IDS and Network based IDS.Network based IDS is used in this paper for detecting dos attack.
Network based intrusion detection system is divided into two categories i.e Misuse based IDS and Anomaly
based IDS. Anomaly based method is better than Misuse based method because Misuse based technique
need to store attack signatures manually and in Anomaly based technique there is not necessary to keep
signature database instead it is based on profiles generation. The profile of various types of features are
generated and deviation from this profile database is treated as attack. The following fig. shows distributed
denial of service attack. the fig.1 dot line represents control messages and without dot line represents attack
traffic. [1,2,3].The below figl.shows Distributed DoS attack architecture

2 Related work

Yu Chen, Kai Hwang et.al. detected ddos attack. They used distributed change point detection mechanism
by the use of change aggregation trees [4].In paper[5] traffic flooding attack detection is performed by
SNMP MIB using SVM.The SNMP MIB statistical data is taken from SNMP agents. For classification of
attack, support vector machine is used. The author Arman Tajbakhsh et. al. used data mining methods for
detecting intrusion. They used Association rule based classification which is the core part of Intrusion
detection system. They used Fuzzy rules for building classifiers. Kddcup99 dataset is used to evaluate the
performance of the system [6]. In paper |7] real time intrusion detection system is developed. In this paper
principle component analysis(PCA) method is used for preprocessing of the data. To find the hidden
correlation MDM is used. Dimitris Gavrilis described Distributed Dos attack behavior using the statistical
descriptors. They used Radial Basis function Neural Network(RBFNN) for classification putrpose. In this
paper[8] trained RBF-NN and evaluated in two experiments. In the first experiment they set up 100 Mpps

network and DDoS attack was launched in the University of Patras central library on the main web server
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in the second experiment. Christos Douligeris et. al. described DDos attack , architecture of DDos attack
and also various mechanisms and classification methods. They showed various defense mechanism for the

DDos attack problem. Various DDos attack tools are also described in this paper|[9].
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Figure 1: Dos attack architecture

In paper [10] intrusion detection system is developed and used 19 critical features by using the gradually
feature removal method. They developed efficient classifier using the combination of support vector
machine, ant colony technique and clustering algorithm.They performed experiment using the kddcup99
dataset. They used k-means to reduce the dataset and which is the powerful method in the literature.
Shuyuan jin,Danial so Yeung and Xizhao Wang [11] designed covariance matrix based method for mining
multivariate correlation of sequential sample. They performed experiments using decision tree and
threshold method. S.Yu et. al.[12] discriminated DDos attack from the flash crowd by using the flow
correlation coefficient. In this paper[13] computer attacks are detected using the Support vector machine
and Independent component analysis (ICA). They used ICA for extracting the features from the
multivariate data. Support vector machine classifies data in two categories. part should contain sufficient

detail to reproduce the reported data. It can be divided into subsections if several methods are described.

3 Proposed System

The proposed system consists of two main phases i.e. train phase and testing phase, as shown in fig.2. In
the train phase profiles are determined and testing phase consists of classification of attack.Kddcup99
dataset is used as input to the proposed system which consists of different types of records: normal, smurf,

teardrop, Neptune etc.
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Figure 2: System architecture

There are 41 features in the dataset. The duration, source bytes, protocol etc are features of dataset. Only
useful features of kddcup99 dataset are used in the proposed system. In normalization step the features
coming from the network or the features of kddcup99 dataset are normalized to remove bias from the
data. The advantage of this is accuracy increases. From literature review, we analyzed that detection rate

increases. So normalization of data is used before features are extracted.

3.1 SMO SVM

SMO STVM:

SMO algorithm is used with SVM because of its high speed. It gives high accuracy results. SMO algorithm
solves the problem by breaking problem into sub problems and solves the problem analytically. SMO uses

Lagrange multiplier for this purpose. Algorithm consists of threshold determination, Lagrange multipliers

and heuristic to select the multiplier for optimization.
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Results
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Figure 3: Input dataset instance
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Figure 4: testing dataset
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Triangular Area Map Browse Test Data Detection by SVM Detection by MLP Detection by ZeroR
Performance Analysis

Accuracy for class back = 100.0%

Accuracy for class teardrop = 100.0%

Accuracy for class neptune = 99.23076923076923%
Accuracy for class land = 100.0%

Accuracy for class smurf = 100.0%

Accuracy for class pod = 100.0%

Accuracy for class normal = 99.52380952380952%

Accuracy For SVM

Correctly Classified Instances 122 99.187 %
Incorrectly Classified Instances 1 0.813 %
Kappa statistic 0.9871

Mean absolute error 0.1906

Root mean squared error 0.2927

Relative absolute error 103.9902 %

Root relative squared error 97.6276 %

Total Number of Instances 123

Triangular Area Map Browse Test Data Detection by SVM Detection by MLP Detection by ZeroR
Performance Analysis

Incorrectly Classified Instances 15 12.1951 %

Kappa statistic 0.7615

Mean absolute error 0.0346

Root mean squared error 0.1684

Relative absolute error 21.325 %

Root relative squared error £0.0183 % Menoe .
Total Number of Instances 123
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Figure 6: Attack detection

Table 1: Dataset instance analysisummary

Instances SM MLP ZeroR

@]
100 instance dataset 99.18% 87.80% 50.40%
200 instance dataset 98.37% 85.36% 53.65%
300 instance dataset 99.18% 86.17% 50.40%
400 instance dataset 99.18% 99.18% 50.40%
500 instance dataset 99.18% 78.04% 50.40%
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‘ Figure 7: Accuracy of different Methods '
4 Conclusion

The proposed system classifies dos attack from normal traffic data by using support vector machine (SVM)
algorithm and also uses triangular area based MCA methodology. Our method SMO SVM gives better
results than MLP and zeroR methodology. zeroR technique gives very low results.In the proposed system
Kddcup99 dataset is used as input data to algorithm. Kddcup99 dataset is well known dataset, many
researchers uses this dataset for research purposeln future work we will use real time data for the

evaluation.
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