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ABSTRACT

In the era of technological development, data transfer over internet is playing vital role in
communication. Now a days use of internet became common and it is necessary to secure the
transmission of data in the form of protecting information systems from unauthorized access, use,
disruption, modification, recording or destruction. There various methods available for data security,
like cryptography and steganography. Steganography is the technique in which data gets hide behind
any other information and it becomes difficult for unauthorized user to detect it. QR code is the
trademark for a type of matrix barcode consisting of the black square modules arranged in a squate
grid on a white background. Any imaging devices such as camera, scanner are used for reading the
code. In this article we are discussing different technologies that can be used for steganography along

with steganography using QR codes.

Keywords: Steganography, Data Hiding, QR codes, Cryptography
1 Introduction

In the world of Internet and global business, transfer of data or information has become easier. Due to ease
of operation, high speed of transmission, digital communication became more popular. It became necessary
to protect the data from unauthenticated access. This can be done using cryptography as well as
steganography. Cryptography encrypts the data and can be detected correctly by the authenticated system
and not the other. But it only Encrypts the message, and do not hide it. Instead, if we use steganography
then data will get hide behind any other information and it will become difficult for unauthorized user to
detect it.

Steganography means hiding information in other information. Steganography word is originated from the
following Greek words “STEGOS” means ‘cover’ and another word “GRAFIA” means ‘writing’ which
defines it as ‘covered writing’. Other than valid user, viewing this message will fail to know it contains
hidden/encrypted data. Digital steganography can be done with image, text, video and audio. Different
techniques such as statistical, Machine learning, Deep learning methods have been developed for image
steganography [1]. Most of the times intellectual property (IP) core may lead to piracy. We can use crypto-
based steganography for providing security to IP cores, which may suffer from false claim of ownership.
With stego-mark embedding in design and detecting the same, the ownership can be awarded to the genuine
IP owner [2].

QR Codes are quickly readable codes through any imaging device such as camera, scanner. Even now a day
we use our mobile phones for scanning the QR code. QR codes are formed of a Matrix Barcode, usually a
2-D Barcode which is a combination of spacing. When a QR Code is scanned, it passes wide multitude of
information. QR Codes are having applications in industries such as retail, marketing, and logistics. Image
steganographic method by embedding encoded secret message with QR code into image data can be
developed using DWT and AES cipher algorithm [3]. Another method of data hiding using QR codes can

be generated such that it carries its ordinary message in addition to the payload. The message can be read
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by anyone and will be treated as normal QR code, but the payload can only be obtained using a secret key.
The message and the payload can be developed such that both are unrelated to each other [4].

Apart from QR code technique there are different methods are developed for embedding data into images.
Few techniques out them are RDH (Reversible Data Hiding), in which both images and data are covered
by using mathematical methods like Difference Expansion (DE) or Histogram Shifting. Another technique
is Image Steganography and Image Watermarking. In image Steganography, DCT, Edge Adaptive and DFT
are the popular techniques. Watermark is a type of signature and watermarking is a process of embedding
a watermark in a multimedia object. For watermarking DCT can be used [5].

Apart from QR code based steganography another approach is color image steganography for image
communication over wireless communication systems. In this approach a three color image gets hide in
one color cover image to increase the capacity of hiding. Cover image is transformed to chrominance and
luminance and components to embed the images which is to be hidden. The chaotic Baker map can be
used for secret images encryption. This will help in tolerating the channel degradations in better way. The
Orthogonal Frequency Division Multiplexing system with channel equalization is used for wireless

communication [0].
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Figure 1: Classification of Data security systems [7]

Figure 1 shows different techniques used for securing the data. It is broadly classified into cryptography

and data information hiding. In which steganography and watermarking techniques are further classified.
2  System Overview

The overview of the Steganographic Data Hiding in QR codes system is shown in figure 2. In this system
the secrete data which is to be send is get encrypted by using QR codes. A unique QR code is generated
for the specific data. This QR code get hide inside a colour image. Quantized QR code technique is used
for data hiding. Which will not make any visible distortion in the cover image. It provides two levels of
security to the information being transmitted as shown in figure. The encryption of secret message is done
by using QR code generator. The QR code consists of Matrix of Black and White Pixels forms a QR code
and it is difficult to read by human beings. With use of smart phone, the message hidden inside QR codes

can be scanned. To avoid this colour images are used to hide the QR code. Because of this the unauthorized
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entities cannot easily break the system and read the message. By applying this technique, a two level of

security gets achieved for the secret message transfer.
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Figure 2 : Generation of Stego image[8]

There are different technologies that can be used in encrypting the payload. By embedding this payload

with QR code improves performance of steganography.
3 Performance parameters for System analysis

Once we have developed any system, we have to analysis the system performance based on which we can
decide whether the system is useful for application or not. This section gives information about some
performance parameters that can be used for validation of system.

Mean Square Error (MSE)

The MSE represents the average of the squares of the "errors" between actual image and image generated

after steganography [8][17]. The error is gives values of difference between the original image and degraded

image.
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f is the matrix data of original image.
g represents the matrix data of steganographic image.
m gives the numbers of rows of pixels of the images and i gives the index of that row.

n gives the number of columns of pixels of the image and j gives the index of that column.

Peak Signal to Noise Ratio (PSNR)

Peak signal-to-noise ratio can be defined as the ratio of the maximum possible power of an image to the
power of noise which degrades the quality of image representation. For PSNR estimation of an image we
have to compare the received image with an ideal clean image of maximum possible power. The PSNR in
decibels is computed between the cover image and the steganographic image. This ratio is used as a quality
measurement between the original and the steganographic image. The higher the PSNR, lesser is the

difference between the cover image and the steganographic image.

MAXF*®
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MAXT gives maximum signal value in the cover image.
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The calculation of PSNR and MSE is done after hiding the QR codes are generated with secret messages

of different sizes with in the same image.

Structural Similarity Index (SSIM)
It is another tool that can be used to measure the similarities between the original image and the stego-

image. The range for itis in between —1 and 1 where 1 means that both images are identical . It is expressed

as
(2m_m_.+¢;)(20.. + c»
SSIM = — .,. oﬂ =] l}{,, ﬂsﬂ _}
(mimsz+c¢ Wosf+o-+ca)
Where

my is mean, m; is variance and o is the standard deviation of the image. The subscripts o, s represents the
original and stego-images respectively. cos is the covariance between both images. Also, c1, c2 are constant
having value as c¢1 = k1L and c2 = k2L receptively where k1 = 0.01 and k2 = 0.03 and L = 255 is the
maximum value of the gray scale image.

The parameter SSIM calculation is based on visible structures in the image.
4 Conclusion

Image steganography is the secret embedding of message into digital images. It helps in protection of
confidential information. QR codes on the other hand are used to encrypt the data or information, which
can be obtained by scanning device such as scanner, camera or mobile phone. Both Steganography and QR
codes are used for storing and transmission of data without getting damaged. When we combines these two
technologies the transfer of secrete data will become easy. For encrypting payload various methods and
algorithms such as DWT, ASE, RSA can be used. QR code and perfectly embedded payload leads to secure
data transmission. Now a days different technologies such as Machine learning or Deep learning can explore

new data hiding techniques.
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